Anonymity properties of
stored or transmitted data
taken from
Bluetooth scans
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The Scenario




Implications

® Applications know only what the gateway
node tells them

® The gateway’s behaviour determines the
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Measuring anonymity

® Anonymity set size

® |nformation-theoretic reflection of extra
knowledge
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Device attributes

® address
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Number of devices
seen, data set |

500

375




Number of devices
seen, data set 2

2250

1800




Maximum anonymity
set size, data set |

350

263 device name

1?' set size
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Maximum anonymity
set size, data set 2

1200

200 device name

1?' set size
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Device popularity, data
set |
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Device popularity, data
set 2
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Anonymity actially
experienced ({services})

9

" dataset| | dataset?

U1 o8 N ©
B

(%))
)
()
(79}
hn
2.0




Attributes that identify

Number of sets of

% devices that are

Combination size | unique
Data set | |Data set 2|Data set | |Data set 2

| 6 9 .23 0.439
2 201 454 41 .4 22.1

3 218 483 449 23.6
4 486 2051 100 100

8 5 6 1.03 0.293
9 10 22 2.06 .07
10 207 47 | 42.6 23.0
| | 220 49| 45.3 23.9




Linking with individuals

35

ICES

dev
N

4
.

o)



Privacy-adverse
behaviour

® Real names, phone numbers, etc. in device
names

Using the same nickname in multiple places
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Conclusions

® Device class and the list of services offered
reveal little

® Device name can offer surprising anonymity
- butwhen itdoesn'tit really doesnt
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Future work

® Automated tools to link devices with
individuals

® |dentification of devices vulnerable to such
‘as input to device pairing
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The class of the device
Device MAC address
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